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 Preface 

 This policy provides high-level security requirements associated with suppliers (including contractors, 
 vendors, and partners, which will be referred to as Suppliers herea�er) who need to gain access to Zayo 
 logical systems, physical Zayo facili�es, and/or will have Zayo data. 

 The threats to informa�on assets are con�nually changing, and readers are encouraged to contact Zayo’s 
 Security Department – security@zayo.com for any ques�ons or clarifica�on of the issues addressed 
 herein. 

 1.  Purpose, scope and users 

 The purpose of this policy is to communicate the minimal logical, physical, and data security 
 requirements for Suppliers when connec�ng into Zayo internal systems, accessing physical facili�es, and 
 when collec�ng, managing, processing and/or storing Zayo data. Suppliers will be required to be 
 compliant with these Security Requirements when providing services to Zayo. Zayo will reserve the right 
 to audit and validate that the Security Requirements are being followed and are maintained as part of an 
 implemented and consistent process. 

 This policy is intended for Zayo Suppliers who are providing services to Zayo and have the ability to 
 influence confiden�ality, integrity and availability of any assets that are part of the Informa�on Security 
 Management System (ISMS). 

 Suppliers with access to Zayo logical systems will refer to sec�on 2.2 for requirements and acceptable 
 usage. Suppliers with access to Zayo physical facili�es will refer to sec�on 2.3 for requirements and 
 acceptable usage. Suppliers with access to Zayo data will refer to sec�on 2.4 for requirements and 
 acceptable usage. 

 Excep�ons 

 In certain circumstances, excep�ons to this policy may be allowed based on demonstrated business 
 need, or to apply local relevant laws and regula�ons. Excep�ons to this policy must be formally 
 documented and approved by the Corporate Security team before the excep�on can be implemented. 
 Policy excep�ons will be reviewed on a yearly basis to ensure the excep�ons are s�ll relevant. 

 The Corporate Security team is the only team that can accept security risks for the Organiza�on: 
 Security@zayo.com 
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 2.  Supplier Security Requirements 

 2.1.  Overall Policy Issues 

 ●  Suppliers must comply with applicable Zayo Logical, Physical, and Data Security Company 
 policies, procedures and standards located herein, herea�er called “Security Policy”. Supplier will 
 be provided access to updates of the Security Policy when a cri�cal Security Policy is introduced, 
 during the life of the contract. 

 ●  Zayo reserves the right to filter, restrict, block any traffic, user or service origina�ng from the 
 Supplier network to Zayo for any reason, at any �me without prior no�ce. 

 ●  Should there be any transi�on of informa�on (or termina�on of contract), both par�es must 
 ensure that the appropriate reten�on of data is adhered to and that there is no leaking of 
 confiden�al or internal use data from Zayo. 

 ●  The Supplier must establish, implement and maintain reasonable policies and a program of 
 organiza�onal, opera�onal, administra�ve, physical, and technical security measures to prevent 
 any security breach or unauthorized disclosure of Zayo’s services, systems, infrastructure or 
 confiden�al data. The Supplier must ensure that its informa�on security staff has reasonable and 
 necessary experience to administer its program. The Supplier must also ensure that the 
 appropriate security awareness training is in place for this program. 

 2.2  Logical Security Requirements 

 Suppliers must only have access to logical systems that are necessary for their job func�on. Access 
 permissions must be based on the principles of need-to-know and need-to-use as related to a specific 
 job role.  All ac�vi�es will be monitored and access shall be strictly controlled. 

 The following are Zayo’s minimal logical requirements for reducing risks. These requirements must be 
 agreed upon and documented before gran�ng the Supplier access to Zayo logical systems. 

 ●  Supplier will access Zayo’s network, systems and associated data only via Zayo approved 
 provided methods. 

 ●  Zayo reserves the right to implement and maintain security infrastructure that monitors users 
 ac�ons while u�lizing the Zayo environment. Any unauthorized ac�vity detected using these 
 security controls will be reported to the Supplier Security POC. 

 ●  At no �me will Supplier employees share Zayo supplied creden�als, passwords or other uniquely 
 iden�fied resources when accessing Zayo systems. 

 ●  Supplier must not access Zayo systems or resources that they have not been explicitly provided 
 permission to access. 
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 2.3.  Physical Security Requirements 

 Suppliers needing physical access to Zayo facili�es are approved on an as needed basis depending on the 
 need and scope of work. 

 The following are Zayo’s minimal physical requirements for reducing organiza�onal risk. These 
 requirements must be agreed upon and documented before gran�ng the Supplier access to Zayo 
 physical facili�es: 

 ●  Suppliers are required to comply with the Zayo Physical Security Policies and Procedures while 
 working on a Zayo site. 

 ●  At no �me will Supplier employees share physical access cards when accessing Zayo physical 
 facili�es. 

 ●  Suppliers performing work or maintenance at the site must return the temporary Supplier 
 physical access cards upon comple�on of work. 

 2.4  Data Handling Requirements 

 Informa�on that users at Zayo share with a Supplier must only be shared based on a need-to-know and 
 need-to-use basis and this method of informa�on sharing must be used by the Supplier in the case that 
 the Supplier uses any other Suppliers for the services provided to Zayo. 

 The following are Zayo’s minimal requirements for handling Zayo Data for mi�ga�ng risks. These 
 requirements must be agreed upon and documented before giving the Supplier any Zayo data. 

 ●  Zayo confiden�al data will not be transmi�ed, processed, evaluated or stored outside the Zayo 
 network environment unless specifically permi�ed. 

 ●  At no �me will Supplier employees share Zayo data with unauthorized personnel. 
 ●  Zayo Confiden�al or Sensi�ve Data must not be sent to third party networks without 

 pre-authoriza�on from Zayo Security Compliance. 
 ●  Supplier will report any Zayo Confiden�al or Sensi�ve Data when discovered on unapproved 

 Supplier systems and immediately remove it from unapproved Supplier systems. 
 ●  Any Zayo data must be transmi�ed securely and encrypted when stored u�lizing approved Zayo 

 encryp�on tools and methodology. 
 ●  Any Zayo Confiden�al or Sensi�ve Data authorized for storage on Supplier systems must be 

 protected in accordance with Zayo Security Policy. 
 ●  Any Zayo Confiden�al or Sensi�ve Data authorized for storage on Supplier systems must be 

 deleted, via a secure method approved by Zayo Security Compliance, a�er use or upon 
 termina�on of Supplier Service; whichever occurs first. 

 ●  In the event there is any loss of Zayo Sensi�ve or Confiden�al Data, or any unauthorized or 
 unlawful access to, use of, or disclosure of, or any other compromise of Zayo Sensi�ve or 
 Confiden�al Data, Supplier must immediately no�fy Zayo in wri�ng of the Security Incident. 
 Supplier must (i) fully cooperate with Zayo to inves�gate and resolve the Security Incident, 

 4 



 including without limita�on, agreeing to the content of any no�fica�ons of the Security Incident, 
 (ii) be responsible for all costs related to any Security Incident, including without limita�on, costs 
 related to inves�ga�ons, no�fica�ons, customer support and credit monitoring, and (iii) properly 
 document responsive ac�ons taken related to any Security Incident, including without limita�on, 
 post-incident review of events and ac�ons taken, if any, to make changes in business prac�ces 
 related to the protec�on of Zayo Sensi�ve or Confiden�al Data, escala�on procedures to senior 
 managers, and any repor�ng to regulatory and law enforcement agencies. 

 4.  Acknowledgement 

 Vendors must acknowledge compliance with this policy to security@zayo.com in order to complete the 
 registra�on process.  Failure to acknowledge compliance, will result in vendors not being approved to 
 provide services to Zayo. 

 5.  Validity and document management 

 This document is valid as of February 9, 2022. 

 The owner of this document is the Corporate Security team, who must check and, if necessary, update 
 the document at least once a year. 

 Change History 
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